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SYLLABUS OF THE POSTGRADUATE COURSE 
 

 
TITLE “Prevention and fight against radicalization, terrorism and for international integration 

and security policies” (MaRTe) 

TYPE OF COURSE 2nd level Master Programme 

EDITION 2nd edition 

LANGUAGE Italian 

DEPARTMENT Department of Literature, Philosophy, Communication; Department of Law 

DIRECTOR Michele Brunelli 

COMMISSION OF 

THE MASTER 

PROGRAMME 

Paolo Storoni, Federica Persano, Laura Viganò, Stefano Mele, Gianluigi Bizioli, Laura 

R. Galeotti, Michele Brunelli 

EDUCATIONAL GOALS Educational objectives of the Master program are the deepening of knowledge about 

radicalization and violent extremism phenomena, as well as about de-radicalization 

policies, inclusion and social integration policies, in order to make information and 

solutions elaborated by the sector's specialists accessible and usable in different 

contexts:  

 

- educational-training and social sector, addressed to school administrators, 

teachers, educators, health professionals, social assistants, cultural mediators, 

members of civil society associations and NGOs;  

 

- legal sector, for students attending training, specialization and professional 

development courses and in particular those of lawyers, magistrates and operators 

involved in the protection of minors and unaccompanied minors;  

 

- institutional sector, for public officials, officials of regional employment centers, 

local authorities, experts and managers of corporate security and above all to 

police forces and personnel of the armed forces, personnel of the various 

guarantor authorities, including those for the rights of prisoners.  

CAREER 

OPPORTUNITIES 

 

The Master Programme aims to prepare professionals for the following careers:  

 

• central public bodies; 

• international organisations;  

• national and international research centers (public and private); 

• non-governmental and no-profit organizations; 

• the business world, in the role of corporate security officers; 

• the personnel of the Defense and Police Forces Administration. 
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SYLLABUS AND 

DESCRIPTION OF 

THE TEACHING 

MODULES  

 

The Master has an annual duration, for a total of 1.500 hours and 60 CFU (University 

training credits), divided as follows: 

- 360 hours of classroom training, of which 100 hours in Distance Learning (DL)  

- 425 hours of internship/individual work project 

- 175 hours for the final thesis 

- 540 hours of individual training activities 
 
 

  
THEMATIC 

AREAS 

SSD (SCIENTIFIC 
DISCIPLINES 
DIVISION) 

CFU 
(UNIVERSITY 

TRAINING 
CREDITS) 

 
HOURS 

International law and safety 
regulations  

IUS/13 2 20 (5 
DL) 

Criminal and comparative law 
on terrorism 

IUS/17 2 20(10 
DL) 

Law and logics of integration IUS/10 2,5 25 (5 
DL) 

Geopolitics and regional 
scenarios 

SPS/06 4 40 (15 
DL) 

History of terrorism and 
political-social responses to 
subversion 

M-STO/04 1,5 15 (5 
DL) 

Radicalization strategies and 
law enforcement policies 

L/OR-10 2,5 25 

Economics and money 
laundering 

SECS-P/11 3 30 (10 
DL) 

Anti-money laundering 
legislation and sources of 
financing for terrorism 

IUS/12 1,5 15 (5 
DL) 

Business security SECS-P/08 2 20 (5 
DL) 

The migration phenomenon 
and social recovery policies 
 

M-PED/01 4,7 47 (15 
DL) 

Interdisciplinary approaches 
to terrorism  

SPS/12 2,3 23 (5 
DL) 

Fight and prevention of 
terrorism: national 
experiences 

SPS/04 3 30 

Fight and prevention of 
terrorism: international 
experiences 

SPS/04 5 50 (20 
DL) 

Total training activities   36 360 

Internship/project   425 

Individual training activities   540 

Total Master Programme   60 1500 
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Internal division of the teaching modules according to thematic areas:  

 

 
▪ LEGAL AREA Legal profiles related to security and terrorism (No. 3 courses):  

 

International law and safety regulations (IUS/13): 15 hours + 5 DL 

 
Mod. 1 International law and safety regulations (7 +5 DL) 

 

The course aims to analyze the specific relationship between the discipline of domestic 
law and the instruments of international and European law (i.e. conventions in which Italy 
is a party) for the fight against international terrorism. In this context, in addition to 
international conventions on the subject, international and European case law will be 
analysed, in order to highlight the complex relationship between the protection of public 
order and state security on one side and the fundamental rights of the individual on the 
other, and with the objective to study principles and balancing methods between the 
indispensable values, involved in domestic and international law.  

 

 

Mod. 2 Intergovernmental organizations and fight against international terrorism (8) 

 

The course is intended to deepen the role of international intergovernmental 
organizations, and in particular the role of the United Nations, starting from the 
definition of terrorism within the United Nations, through Resolution 49/60 (1994) of the 
General Assembly; the Council of Europe and the European Union, in the fight against 
international terrorism. In this perspective, the specific legal bases of the action of 
intergovernmental organizations will be studied through the analysis of their 
establishment acts and the sources derived from them in the fight against international 
terrorism; the analysis will then proceed to the concrete methods of coordination 
between the organizations themselves, through the study of real cases and reflection on 
the results actually achieved. Also the "Project of the Global Convention Against 
International Terrorism" (PCGTI) and the Convention of the Organization of the Islamic 
Conference on Combating International Terrorism will be subject of analysis in an 
intercultural dimension.  

 

 
Criminal and comparative law on terrorism (IUS / 17): 10 hours + 10 DL 
 
Mod. 1 - National legislation: anti-terrorism regulatory instruments (5 +5 DL) 
 
Subject of the course will be the presentation of national laws on terrorism, their 
evolution and adaptability to changing scenarios: from the laws passed in the 1970s, as a 
form of emergency relief to subversive terrorism, to the analysis of the four laws that 
have been evolving since 2001, to reach finally the approval of the law of 28 July 2016 n. 
153. The proposed law on counter-terrorism and de-radicalization will also be the subject 
of study and analysis with particular reference to “Measures for the prevention of 
radicalization and jihadist extremism” Dambruoso-Manciulli, which introduced for the 
first time in Italy also de-radicalization measures.  
 
 
Mod. 2 - Anti-terrorism legislation and policies: international comparative analysis (5 +5 
DL) 
 
The course presents the anti-terrorism legislation in the main countries and illustrates, 

mailto:master@unibg.it
http://www.unibg.it/


Università degli studi di Bergamo – Centro di Ateneo SDM 

via Caniana 2, 24127 Bergamo – tel 035 20 52 467 / 604 

mail: master@unibg.it 

www.unibg.it/sdm 

 

 

with a comparative and evaluative approach, the regulatory measures taken in Europe, 
the United States, Russia and other countries of the areas most affected by the 
phenomenon. This form is to be considered preparatory to the course:  Contrast and 
prevention of terrorism: international experiences, offered within the "Operational" area. 

 

 

Law and logics of integration (IUS / 10): 20 hours + 5 DL 

 

Mod. 1 - Immigration, appeals, expulsions (6) 

 

The course aims to analyze the Italian discipline with reference to the phenomenon of 

immigration, in order to deepen the dichotomy between regular and irregular 

immigration, and then frame the need to protect the fundamental rights of the 

individuals, especially when victim of persecution and/or inhuman and degrading 

treatment in the country of origin, and, on the other hand, the necessity to combat the 

phenomenon of international terrorism, possibly through the expulsion of subjects who 

have entered the territory of the State for subversive purposes. 

 

 

Mod. 2 - Practical-legal aspects (4)  

 

This course illustrates, both from a historical and a hierarchical point of view, the main 

Italian and international rules governing the entry, stay and expulsion of foreign 

citizens in Italy, with particular attention to the legislation on asylum and international 

protection. The course is specifically dedicated to the study of the procedure for the 

recognition of international protection, in order to analyze all the practical-legal 

aspects, starting from the identification of the subjects authorized to propose the 

application, to the related terms, to the competent authorities and to the relevant 

procedures for carrying out the process, as well as the profiles relevant for the request 

of review or to the presentation of an appeal against the expulsion. 

 

 

Mod. 3 Human rights and logics of integration in Italy (5) 

 

The course concerns the study of concrete implementation of protection of 

fundamental rights of the individual in the context of the fight against illegal 

immigration and the fight against international terrorism, through the study of both 

selected cases examined by the Italian courts, and cases decided by foreign courts in 

which Italy has decided to intervene to protect the fundamental rights of its citizens. 

 

 

Mod. 4 - State and religions, Italy and EU (places of worship, associations, etc.) Case 

studies: conflict between state and religious groups (5 +5 DL) 

 

The course examines the relationship between the Italian State and religions, starting 

with an examination of the constitutional provisions on the subject and the rules 

established in this regard in the Concordats between the Italian State and the Holy See, 

and then proceeding to an analysis of case studies of the conflict between state and 

religious groups,  primarily  concerning the question of religious symbols, with a view to 

also using a comparative approach, particularly suitable for framing issues in the context 

of the European Union. The question of places of worship, religious associations and 

their funding will also be addressed, as well as the importance and contents of the 

"National Pact for an Italian Islam", as the first bilateral agreement between the Italian 

State and Islamic communities. 
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▪ POLITOLOGICAL AREA (No. 3 courses):  

 

Geopolitics and regional scenarios (SPS / 04 Political Science):  25 hours + 15 DL 

 

Mod. 1 Geopolitics (5) 

Through this course we intend to provide basic elements of geopolitics with the study of 
the historical-conceptual evolution of the term, its different definitions and 
declinations, and the use of the concept as a method of interpretation of history, 
politics and of contemporary events. The classical theories of geopolitics will be studied 
in depth, as well as its more recent theoretical formulations, also through the study of 
regional cases, which will be examined in greater depth in the following module. 

 

 Mod. 2 Case Studies: Mediterranean Area (4-5DL); Maghreb/Mashreq and Sahel (6 +5 DL) 

The course aims to investigate the structural elements of three distinct areas: 
Mediterranean, Maghreb/Mashreq and Sahel areas, or rather those areas from which 
today massive migration flows originate, as well as those regions whose populations are 
more exposed to radicalization phenomena and therefore also to suffer the 
consequences of terrorism. With reference to these areas, the basic historical-political 
knowledge will be provided, as well as regional and international relations, exogenous 
influences, the role of regional powers, crisis faults and conflicts of the pre- and post-
bipolar period. The causes of the critical elements that affect these regions will also be 
identified, including the penetration of Islamic fundamentalism, strong population 
growth, economic vulnerabilities and the resulting migration problems.  

 

Mod. 3 History and institutions of the Arab and Muslim world (5 +5 DL) 

The course aims to develop and analyze the historical, political and doctrinal dynamics 
of Islam, in order to provide the student with the necessary keys to better understand 
the events that characterize the complexity and contemporaneity of this vast region 
and the contents of the specific courses of the training offered within the Master 
program. The essential characteristics and structural elements characterizing Islam will 
be highlighted: i) the pre-Islamic Arab environment; ii) the Prophet Muhammad, the 
revelation and the new Islamic society (Ummah); the pillars of Islam, the doctrine of  
Jihaad; iii) the institutional foundations of the first Islamic State and its connotations; 
iv) the problem inherent in the interpretation or exploitation of the Koranic dictate. 
The various models of Islam present today in Europe and in Italy will also be 
highlighted, specifying their different characteristics. 

 

Mod. 4 Jihadism in Italy (5)  

The course intends to be a deepening of the problem posed by autochthonous jihadism. 
After a historical reconstruction of the phenomenon in Italy, through the analysis of the 
different cases of radicalized elements that have occurred in the country, with the help 
of open institutional sources, we will study the threat in its multiple and possible forms: 
from the recruitment of new followers, to their plagiarism, to the consequent process 
of radicalization, up to their potential use on internal or foreign contexts.  
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History of terrorism and social reconstruction policies (SPS/04 Political Science): 10 
hours + 5 DL 

 

Mod. 1. History of terrorism and organized crime (5)  

The course offers a deepening of the phenomenon of terrorism and organized crime, 
two actors that in the last decades have shown interesting interrelations. The course 
will address: i) the phenomenon of terrorism from a historical point of view and in its 
twofold, lay and religious, dimension. The ideologies, objectives, strategies and tactics 
of the main contemporary groups will be analyzed; ii) organized crime, its roots in the 
territory, internationalization strategies and  risk-sharing alliance, the impact on 
society; iii) the existence of links between subversive and/or religious terrorism with 
large groups of transnational crime.  

 

Mod. 2. Stability policy and capacity building (5 +5 DL) 

The course intends to analyze not only in a passive way but also through the proposal of 
adequate solutions, the political instruments designed to defuse those phenomena that 
favor the growth of an ideological-cultural substratum on which different terrorist 
groups or criminal organizations take root. Students will tackle the issues related to 
Nation-building and State-building policies and strategies, implemented in an attempt 
to rebuild failed or failing states. The main methods will be identified for monitoring 
hot areas (early warning), international peace missions (peace-making, peace-keeping, 
peace-enforcing), cooperation initiatives and the right of interference. The discipline 
will illustrate in detail an overview of fundamental rights as a tool for stability in 
conflict resolution and as a propulsive factor in the consolidation of peace processes; 
the theoretical models and methodologies of intervention on: human rights, protection 
of minorities, development of democratization processes,  good governance and law 
and order enforcement.  

 

Strategies of radicalization and counter-action policies (L/OR-10): 25 hours  

 

Mod. 1. Radicalization strategies, Case study: Islam and radicalization in prisons (15 of 
which 6 hours for the case study) 

The course addresses in detail the process of radicalization of jihadist orientation. After 
the introduction of the topic through the analysis of social literature and from different 
points of view, both at the academic and operational level, the various paths of 
radicalization will be illustrated, following schemes elaborated by the main services of 
national and international security, methods of recruitment and theoretical-doctrinal 
plagiarism, propaganda tools and ideology used, passive and active actors (recruiters, 
influencers, travelling imams, etc.). The course also contains a Case study (6 hours) on 
Islam and radicalization in prisons, since these are considered one of the privileged 
places in which radicalization takes place. The case study will examine the Italian 
situation, as well as that of the main European experiences. 

 

Mod. 2 De-radicalization policies (10) 

mailto:master@unibg.it
http://www.unibg.it/


Università degli studi di Bergamo – Centro di Ateneo SDM 

via Caniana 2, 24127 Bergamo – tel 035 20 52 467 / 604 

mail: master@unibg.it 

www.unibg.it/sdm 

 

 

The course illustrates the possible solutions developed in the attempt to provide 
adequate tools for de-radicalization to radicalized persons or to the so-called 
returnees, the veterans of the Caliphate. Furthermore, individual recovery programs 
will be presented targeting those individuals (often teenagers, whose behavior is not 
yet a crime since they are still in the phase of embryonic indoctrination). The course 
will deal with the elaboration of de-radicalization and inclusion policies, which can be 
implemented at a social, educational, intercultural and inter-religious level, as main 
tools for combating terrorism, radicalization and violent extremism, including the 
presentation of models already tested in different European countries, such as in 
France.   

 

▪ ECONOMIC AREA (No. 3 courses):  

Finance, economics and money laundering (SECS-P/11): 20 hours + 10 DL 

 

Mod. 1 Criminal economies, financial market distortions and the impact of terrorism on 
the economy and finance (10)  

The course illustrates the different criminal dynamics related to money laundering, 
focusing on the analysis of criminal power and on the reinvestment of profits deriving 
from such illegal activities. Indeed, the link between money laundering and criminal 
associations proves to be increasingly solid and, from a global perspective, within a 
study program that considers phenomena such as radicalization, subversion and 
terrorism this issue is certainly of considerable importance. The direct and indirect 
impacts of terrorism will also be analyzed, its multiple forms and the distortions they 
generate on the financial market, with particular attention to financial, credit and 
insurance risks. 

 

Mod. 2 The role and action of the UIF in the fight against terrorism (5 +5 DL) 

The course intends to analyze the role, the operational actions and the prevention 
system put in place by the National Financial Intelligence Unit to counter financing of 
terrorism, and the activities of countries that threaten international peace and 
security, including the strategic analysis aimed at identifying and evaluating 
phenomena, trends, operating practices and weaknesses of the economic-financial 
system. Some experts in the sector will present the legislation on the reporting of 
suspicious transactions by obliged parties, the main restrictive measures to freeze funds 
and economic resources, held by physical and legal persons, and the strategic 
guidelines outlined by international conventions and Community legislation. The role of 
the Financial Information Unit for Italy (UIF) of the Bank of Italy will also be presented, 
to protect the integrity of the economic-financial system, its operational and 
management autonomy, uniqueness at national level, specialization in financial analysis 
functions and ability to exchange information directly and independently. 

 

Mod. 3 Elements of Islamic finance (5 +5 DL) 

The course aims to give basic notions on Islamic finance, a complex doctrine that 
follows the Koranic law, the Shari'a, and affirms five capital principles on finance: Riba, 
the prohibition of the interest rate, gharar, the prohibition of uncertainty and risk, 
maysir, the prohibition of speculation, Haram  and Halal, the forbidden and the allowed 
respectively (in particular: alcohol, weapons, pork, gambling and tobacco);  Zakat, the 
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Islamic tax. The Koranic principles have proposed a different model from the western 
one, that is they hope for a debt-free economy, whose operators should hold money 
only for precautionary purposes. It is certainly an emerging sector, of considerable 
importance, and nowadays it is estimated that the Islamic financial services industry 
manages funds for about 750 billion dollars, in over 65 countries in the world, with a 
constant growth. From this point of view, it is necessary a deepening able to analyze 
the potential of a strategic multidimensional market. 

 

Anti-money laundering legislation and sources of terrorist financing (IUS/12): 10 
hours + 5 DL 

 

Mod. 1 Economy and anti-money laundering legislation (5 +5 DL) 

The course presents the evolution of the anti-money laundering legislation, with a brief 
historical excursus, from 1991 to the present, to retrace the history of prevention 
measures to counter and suppress the financing of terrorism, i.e. from Directive 
n.92/308/CEE (the first anti-money laundering directive: prevention obligations only in 
the field to credit and financial institutions), to Legislative Decree 231/2007 on 
(complete) implementation of the Third Directive on the prevention of the use of the 
financial system for the purpose of money laundering of criminal and terrorist financing 
activities, as amended following the recent entry into force of Legislative Decree 
90/17, in implementation of the IV European Directive. The following will also be 
subject of study: the aims of the anti-money laundering legislation, the recipients of 
the obligations, the measures adopted, the risks of money laundering, the control and 
verification systems applied, as well as the sanctions envisaged by current legislation. 
The national safeguards for preventing and combating the use of the economic and 
financial system for the purpose of money laundering and terrorist financing will be 
illustrated, regulated by Legislative Decree 231/07, as amended following the recent 
entry into force of Legislative Decree 90/17, in implementation of the IV European 
Directive. Once the central role that the Legislator has reserved for the Financial 
Security Committee established within the Ministry of Economy and Finance has been 
defined, the course will focus on the designation procedures (listing) and asset freezing, 
through the illustration of the relevant procedures and the role of the various 
institutional subjects involved. 

 

Mod.2 Sources and methods of financing and supporting terrorist organizations. 
Operational activity analysis (5) 

The course intends to identify a general framework on the main strategies in place to 
prevent the financing of terrorist actions and organizations, in order to prevent new 
attacks and block the feeding of criminal organizations. Starting from the Action Plans 
implemented by the European Union, in recent years, and considering the emerging 
challenges, a series of analyses will be made to understand how the displacement of 
sources occurs and how the terrorists are able to obtain widespread financing, and to 
trace current situation.  

The new financial instruments and the increasingly technological payment methods 
affect not only the security system, but also the economic activities of citizens and 
businesses throughout the EU, so understanding how the system is changing is a 
necessary step in defining new economic, corporate, political and social practices. 
Some practical cases of interception of goods shipments aimed at contrasting the 
proliferation of Weapons of Mass Destruction will be analysed, through the study of the 
interception activities of their precursors (goods dual-use), as well as chemical 
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weapons. The control system of the currency flows will be illustrated with the Database 
managed by the Customs Agency. With reference to the "alternative" methods of money 
transfer, we will provide hints on the so-called "Hawala System", used in many cases by 
various criminal organizations to evade currency transfer controls. 

 

Business security (SECS-P / 08): 15 hours + 5 DL 

 

Mod. 1 The role of the Central Anti-Fraud Directorate and controls by the Customs 
Agency in the fight against terrorism (5 +5 DL) 

The course analyzes the wide framework of the strategies of analysis, prevention and 
repression of administrative offenses and of tax and extra-tax crimes, connected to 
rules whose application is delegated to customs, control, mutual assistance and 
cooperation in the customs sector, with particular attention to counter-terrorism 
actions. Practical cases of interception of shipments suitable to finance terrorism, not 
limited to weapons or explosives, but considering also those products that favor the 
financing of the groups (drugs) will be object of analysis. Officials of the Central Anti-
Fraud Directorate and the Customs Agency will also illustrate a series of good practices 
for companies, especially if they operate in other markets than the national one. 

 

Mod. Risk Assessment Business security and security industry (10)  

The course aims to present some security solutions to be applied both in the field of the 
production industry and in the service sector, not only from an operational point of 
view, but also in terms of risk prevention or mitigation, starting from the assumption 
that terrorism has become an important risk factor even in a labor context, especially 
for organizations, companies and groups operating in critical scenarios from a socio-
political or geographical point of view. 

 Through the logics of business intelligence and security management appropriate 
techniques will be offered that are supported by control procedures already in place in 
the companies and in the business community, including an analysis of the Risks 
assessment document, as defined by the Consolidated Law on Occupational Health and 
Safety. Subject of study will also be: the development of protocols for the evaluation of 
"counter-terrorism security risk" and applicable, with a high level of effectiveness and 
complementarity, to the management of safety in the workplace of any organization, 
where the aforementioned legislation is applicable (economic operators, economic-
financial operators, productive, cultural heritage management bodies, religious bodies, 
NGOs, voluntary associations, etc.); the  tools for the protection of personnel abroad, 
proactive prevention starting from a careful analysis of the context in which the worker 
will travel, and the implementation of a series of preventive actions to create a safety 
net around the worker in countries at risk.  

 

 

 

 

 

▪ SOCIAL AREA Interdisciplinary approaches to radicalization and policies of de-
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radicalization and social inclusion (No. 2 courses):  

 

The migration phenomenon and social recovery policies (M-PED/01): 32 hours + 15 
DL 

 

Mod. 1 The migration phenomenon and flow management in Italy and Europe: 
standards, policies and practices in a comparative perspective (5 +5 DL) 

The course, in its first part intends to present the phenomenon of migratory flows from 
a national and international point of view, analyzing the role that Italy plays in the 
wider global scenario. An analytical framework of the flows of the last few years will be 
provided, for an examination of the main changes that have been determined due to 
changes in the countries of origin, transit and destination. The Italian and European 
policies related to the first and second reception will be investigated, in a comparative 
perspective with particular focus on the implementation of the Dublin agreement and 
its implications. In the second part, we will address: i) the theme of human mobility, 
declined in its triple essence: immigration, political asylum and trafficking, as well as 
ii) some elements of analysis within a path aimed at better defining the policies of de-
radicalization. Hypotheses such as the creation of a regional control system will be 
examined, with the collaboration of some countries on the southern shore of the 
Mediterranean, establishing policies of international collaboration in the fight against 
terrorism. The course will also deal with the phenomenon of migration with a focus on 
minors, in particular unaccompanied foreign minors, and therefore, with particular 
reference to the Law of April 7 2017, n. 47, also known as the Law “Zampa”.  

 

Mod. 2 Reception and identification (5 +5 DL) 

The course deals with the national reality of reception and identification methods, 
describing the reception system, identification and expulsion, distinguishing the various 
types of structures present on our territory: reception centers (CDA), asylum-seekers 
reception centers (CARA) and identification and expulsion centers (CIE). The timing of 
reception, the methods and dynamics developed within these structures, as well as the 
different conditions of detention of migrants will be clarified. Furthermore, we will also 
discuss the Extraordinary Reception Centers (CAF), whose management is entrusted to 
the territorial Prefecture and to a private manager, and the centers of the Protection 
System for asylum seekers and refugees (SPRR), promoted by the municipalities that 
collaborate with other local authorities. 

 

Mod. 3 Social integration policies (6) 

The course examines the migratory phenomenon both with reference to issues related 
to immigration for work reasons, and to integration policies for foreigners. Initiatives 
related to active labor policies and the involvement of foreign workers will be analyzed, 
migrant social integration initiatives, initiatives aimed at preventing and combating 
social emergencies such as discrimination, xenophobia and violent extremism. 
Particular attention will be given to educational policies, as essential tools for social 
integration, presenting the student with a series of good practices, as a result of a 
series of European projects that have tested some models of education/inclusion 
(including the project “Never alone” by the Cariplo Foundation). Concrete actions will 
be highlighted to combat educational poverty, as a tool for preventing social exclusion, 
taking inspiration from the successful cases tested at European level and, in particular 

mailto:master@unibg.it
http://www.unibg.it/


Università degli studi di Bergamo – Centro di Ateneo SDM 

via Caniana 2, 24127 Bergamo – tel 035 20 52 467 / 604 

mail: master@unibg.it 

www.unibg.it/sdm 

 

 

in the cases of France, based on the Bockel Report. The experience of business 
integration carried out by Ikea SpA will be presented as an inclusive model of success. 

 

Mod. 4 NGOs and interculturality. Cultural mediators and reception services (5) 

The course will deal with the fundamental role of the cultural mediator in the path of 
first and second reception. The main competences necessary to be able to carry out 
this delicate and key role that creates the first "bridge" between the migrant minor and 
the country of arrival will be described. We will then analyze the main reception 
services, the interconnections and the methods of use - between theory and practice. 
An examination will then be made of the main levers of the integration paths, with a 
focus on the role of the school and the job placement of the asylum seeker. 

 

Mod. 5 Social recovery and de-radicalization policies for the youth (5 +5 DL)  

The course will present social recovery and de-radicalization policies in the youth field 
in our country, with particular reference to the measures and interventions that 
address the problem of jihadist extremism, to prevent the spread of this phenomenon 
and provide for the human, social, cultural and professional recovery of subjects 
already involved in radicalization phenomena. The module envisages the creation of a 
focus on prevention, which allows both to acquire the skills to detect signals and 
behaviors that could be a symptom of a path of radicalization, and to identify models of 
integrated management. As opportunities for action, the social context and the family, 
the school, the prisons, the social networks will be taken into consideration. The 
European success stories will also be presented, and in particular the actions taken at 
school-educational level by the British government. 

 

Mod. 6 Combating educational poverty as a prevention of violent religious and political 
radicalization (6) 

In a context of economic and cultural impoverishment of our country, the fight against 
educational poverty is seen as fundamental to guarantee minors to find positive paths 
of development for their future. In particular, the possibility of providing children with 
safe and stimulating spaces, where to experiment their talents and where they can 
increase their transversal skills, also represents an important lever to combat the 
marginalization that can often lead to radicalization paths. The course will deepen the 
contrast to educational poverty as a positive integration path for unaccompanied and 
second generation foreign minors.  

 

Interdisciplinary approaches to terrorism (SPS/12 Sociology of deviance): 18 hours + 
5 DL 

 

Mod. 1 Media and terrorism (6 +5 DL) 

The course deals with the increasingly close and marked link between war and 
communication and between communication and terrorism, between propaganda and 
ideological recruitment/plagiarism. It will be analyzed how terrorism, particularly that 
of Islamic origin, has been able to exploit spectacular media events, using the potential 
of media and new information and communication technologies (social media). We will 
analyze the communicative, persuasive and political propaganda capacity implemented 
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above all through the Web, which gives the possibility to spread every image, allowing 
therefore the subversive organizations to directly manage a space with a spectacular 
tool and without power limits.  

 

Mod. 2 Sociology of Terrorism (6) 

The course, after a reference to historical aspects to understand the current 
phenomena, will provide elements of the criminal profile to outline the subjective 
motivation that determines both the fideistic adhesion and the realization of the 
terrorist act. The topic of suicide, the concept of an Islamic martyr, the role of women 
and children as tools of terror on the part of jihadist organizations will be addressed. 
We will also try to draw up a general framework to understand how terrorism is also 
rooted in the contradictions of Western society, in the unprecedented challenges of 
progress, the governance of cohesion and social integration.  

 

Mod. 3 Psychology of terrorism (6) 

The course starts from defining which are the psychological factors involved in 
radicalization and which are the psychological processes that are the basis of the 
terrorist mentality. The development of the terrorist phenomenon cannot disregard the 
analysis of the social context and therefore importance will also be given to elements 
that may be considered secondary, such as: socio-economic conditions, age, education, 
religion, employment and social level. In addition, significant and general motivations 
will also be taken into consideration, such as: alienation from the group, family losses, 
traumas and violence, as determining factors, to highlight the psychology of terrorism 
and the new terrorists, and as primary information for devising effective de-
radicalization policies.  

 

 

▪ OPERATIONAL AREA - The integrated prevention and investigation system on the 
phenomenon of religious terrorism in its national and international dimension 
(No. 2 courses):  

 

Fight and prevention of terrorism: national experiences (SPS/04 Political Science): 
30 hours 

 

Mod. 1 Terrorism investigation, fight and prevention techniques (6) 

The course aims to outline the strategy to counter terrorism and in particular the role 
of the Internet and "cyber terrorism", which is consistent with the strategic and tactical 
objectives of the self-declared Islamic State, of the groups connected to it or arising 
within it, in the aftermath of the tactical, but not strategic-ideological defeat. 
Historically, the political reaction at the international level in the aftermath of a 
terrorist attack has always focused - in terms of countering online activities - 
exclusively towards the granting of more and more penetrating powers to government 
bodies, to inhibit access to Internet sites used by the ISIS militants for carrying out their 
propaganda activities. However, limiting oneself to simply blocking or completely 
suppressing access to these sites, too often has not produced the desired effects. The 
course, therefore, will outline an overall strategy that takes into account all the plans 
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where it is necessary to curb these activities. The course will also analyze some of the 
police investigation techniques, as an essential element for the prevention and 
countering of subversive activities. 

 

Mod. 2 Intelligence and counter-terrorism (6) 

To counter the terrorist phenomenon, a complex informational prevention activity is 
put in place, aimed at preventing threats to democratic institutions. Intelligence 
activities are essential to counteract the phenomenon, decreasing its tactical effects 
and strategic importance. The course will therefore focus on the current legislation, 
starting from Law 438/2001, with which urgent measures have been adopted for the 
prevention and contrast of crimes committed for the purposes of international 
terrorism, also introducing the new criminal association with purpose of international 
terrorism (art. 270 bis of the Criminal Code); furthermore, regulation will be analysed 
that prescribes a collaboration between the intelligence services and the competent 
judicial police bodies, required reciprocally "to provide information and evidence with 
reference to facts that can be configured as crimes". The course will also examine the 
role of the Security Information System of the Republic and the Department of Security 
Information (DIS), the activities of the institution, especially in the field of counter-
terrorism, the half-yearly Report on information policy for Security, and the basic 
concepts of Intelligence (Humint, Sigint, IMINT is  MASINT). 

 

Mod. 3 Use of the Internet and technologies for terrorist purposes (6) 

The course aims to analyze the real level of threat and the true objectives of the use of 
the Internet and technologies by the main terrorist groups and, in particular, by the 
self-declared Islamic State. After an introductory analysis of the phenomenon, the 
methods and tools linked to the strategic use of communication by this terrorist 
organization and their organizational structuring will be deepened, and a reasoned 
identikit of a possible responsible for online propaganda of the Islamic State will be 
outlined, in order to facilitate ongoing and future investigations.  

 

Mod. 4 The role of the Postal and Communications Police in preventing and combating 
religious international terrorism in web services (6) 

In the field of prevention and contrast to international jihadist terrorism and, in 
particular, to the phenomena of radicalization, the Postal and Communications Police is 
entrusted with monitoring and investigation on the web, that is conducted not only 
under the technological and investigative profile, but also in terms of linguistic and 
cultural mediation, necessary for the criminal analysis of documents and multimedia 
content present on the web. The course addresses the issues related to major computer 
crimes, to the so known dark web and the importance that this holds for criminal and 
terrorist activities, to the activity of monitoring propaganda sites or profiles, social 
media, web surveys, cyber coin and financial cybercrime. Tools and actions for the 
prevention of online radicalization and the Web as a tool for de-radicalization will be 
also explored.  

Mod. 5 Cyber defense and Information security management systems (6)  

The course addresses the issues related to vulnerability and attack methodologies, but 
also offers: methodologies and tools to design and manage protection solutions for 
networked IT infrastructures, and to protect information stored and transmitted in 
digital form; methodologies and tools to conduct cyber defense activities, analysis and 
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investigation of Digital Forensics in compliance with the code of criminal procedure and 
commonly adopted international standards; analysis of the importance of cyber risk 
management  and of the  cyber risk manager  in productive and social contexts 
(productive enterprises and actors of the Third Sector), analysis of cyber crime  in 
private companies, costs and cost reduction.  

 

Fight and prevention of terrorism: international experiences (SPS / 04 Political 
Science): 30 hours + 20 DL 

 

Mod. 1 Germany and the integrated prevention and investigative system on the 
phenomenon of religious terrorism, also in terms of combating its financing (5 +3DL) 

The terrorist threat seen from the point of view of Berlin, the historical experience of 
terrorism and counter-terrorism in Germany (from Munich to the  Rote Armee Fraktion); 
anti-terrorism regulations; the processes of radicalization in the German experience 
and the "pyramid of radicalization" according to Bundesamt für Verfassungsschutz  
(BfV); jihadism in Germany: its characteristics; the fight against violent extremism, as a 
form of reaction to religious radicalism; integration and de-radicalization, integration 
and inclusion policies and actions.  

 

 

Mod. 2 France and the integrated prevention and investigative system on the 
phenomenon of religious terrorism, also in terms of combating its financing: the 
experience of the Gendarmerie Française (5 +3DL) 

Starting from the launch of the recent Law n. 1510 for anti-terrorism, the student will 
be shown: an overview of the level of the threat in France, in addition to the contents 
of the law, that provides more extensive powers to the prefects, and in response to the 
French Penal Code (art. 421-1); the implementation and management of the program 
Vigipirate and the integrated terrorism prevention system: RAID (Recherche Assistance 
Intervention Dissuasion); GIGN (Groupement d’intervention de la gendarmerie 
nationale); BRI (Brigade de recherche et intervention) which depends on the judicial 
police, and operates mainly in civil form.  No-go zones in France, Jewish communities 
as potential targets, the paths and tools of radicalization and jihadism in France ans its 
characteristics, the dark web in France and the threat it poses will be further topics of 
interest.  

 

Mod. 3 The integrated prevention and investigative system on the phenomenon of 
religious terrorism, also in terms of combating its funding in the Republic of San Marino 
and the Holy See (5 +5DL) 

 San Marino: the perception of the threat of terrorism and law enforcement and counter 
policies. Money laundering and financing to terrorist groups, and the security and 
collaboration of the San Marino banking systems. The potential vulnerabilities of San 
Marino.  

Holy See: Protection of religious places. The Vatican's political and religious importance 
and the threat of Daesh's fundamentalism. The security of the Pope. The potential 
vulnerabilities of the Vatican. 
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Mod. 4 Spain and the integrated prevention and investigative system on the 
phenomenon of religious terrorism, also in terms of combating its financing (5 +3DL) 

From the independence threat (Euskadi Ta Askatasuna) to the Atocha attacks. The level 
and perception of the threat in Spain. Anti-terrorism policies; the Islamic community in 
Spain and the importance of the myth of al-Andalus; radicalization and jihadism in 
Spain: its characteristics; the enclave of Ceuta and Melilla in the security and threat 
strategies of the Iberian Peninsula. The Algerian-Moroccan partnership. 

 

Mod. 5 The US experience in countering terrorism: good practices (5 +3DL) 

Evolution of the terrorist threat and the regulatory response since 11 September. 
Targeting and screening; the legislative mechanisms for accessing data; the function 
and importance of inter-force and inter-state cooperation, as an instrument to combat 
terrorism, the inter-force databases; information exchange. 

 

Mod. 6 The experience of Morocco (5 +3DL) 

The course addresses the issue of radicalization, recruitment and direct involvement in 
counteractions by an Arab-Muslim country. The case of Morocco is particularly 
significant, both for the intense collaboration with the States of the European Union, 
and in particular with Italy, and from a merely operational point of view. In the last two 
years, Rabat counterterrorism has vanquished 42 terrorist organizations that had ties to 
the Islamic State and at least 1.664 Moroccans left to join the caliphate in Syria and 
Iraq. Despite the involvement of several citizens of Moroccan origin in the massacres 
committed in Europe, in Morocco there have never been any terrorist attacks since the 
ISIS is in operation. During the lesson, the type of threat and the response, both 
normative and operational, given by the Kingdom will be highlighted. The role of 
religion will also be discussed, as this can be an instrument for de-radicalization.  

 

 
AVAILABLE PLACES Max: 35                              Min: 14 

 
ADMISSION 
REQUIREMENTS 

Four-year or five-year university degree 

Specialized degree in any discipline 

Master’s degree 

Master’s students obtaining their degree within 2 months from the launch of the 
Master programme.  

OTHER ADMITTED 
STUDENTS High-school diploma holders (enrolled as auditors only, without possibility of conducting 

internship or taking exams) 
 

Enrolment in single teaching modules  

 
ENROLMENT FEE 

2.200 Euro 

1.800 Euro for students belonging to Police forces 

AUDITORS FEE 1.300 Euro 

FEE FOR SINGLE 
TEACHING MODULES 

80 Euro per University training credit (CFU) 
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